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Browser (Client) Server
! |
ll 1. MisiEF S EAER ll

| 4ER] X25519 FL%A (sk_c) HIZ4A (pk_o)

#i% ClientHello(pk_c, MLKEM-768 params)

% X25519 #i# (sk_s) ML (pk_s)

2 EmnE 1

=
P8 pk_s Bz MLKEM-768 RS8R (K_c) MHEMIE (ct_o) |

. e e |
A'L‘,E‘E! ° ;E;% I %3% ServerHello(pk s, certificate)

|
26 1.483203 192.168.1.32 116.198.201.35 TLSv1.3 1874 Client Hello (SNI=pqc.zotrus.com) B ctc >

| 88 sk_s Bz MLKEM-768 BRETE ct_c, ERMEFEHA (K.s)

| BHE K s 5 K_c —Hiff (hash#k32)

Transmission Control Protocol, Src Port: 58249, Dst Port: 443, Seq: 1, Ack: 1, Len: 1828
Transport Layer Security

[Stream index: 4]
~ TLSvl.3 Record Layer: Handshake Protocol: Client Hello

’ ~ Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)

#i% ServerFinished(ACK, x25519_contribution)

Length: 1811 'ﬂ—_l
» Extension: supported_versions (len=7) TLS 1.3, TLS 1.2 - |3. EHRE5RIFET f

v [Extension: key share (len=1263) X25519MLKEM768, x25519 | ae g
Type: key_share (51) :QQII K c H58M, EREsRAEEA (K)

Length: 1263

~ Key Share extension | %% ClientFinished
’ Client Key Share Length: 1261
¥ Key Share Entry: Group: X25519MLKEM768, Key Exchange length: 1216 | @R K R4 session_key

Group: X25519MLKEM763 (4588) T

> Key Share Entry: Group: Reserved (GREASE), Key Exchange length: 1 . VAR, EfERETT !

l Key Exchange Length: 1216 !
Key Exchange [..]: b3d489e27bl115f4abS4bScec@d@c2a4b65bbad6281ch5@cdB@B8589820aa49d197263226bbc@s: ! R KR4 session_key
~ Key Share Entry: Group: x25519, Key Exchange length: 32 I ::l
Group: x25519 (29) | -

[2 memErs |
Key Exchange Length: 32 4. BEHIESEE

1
Key Exchange: 466b5bB5fbB7cb9fe5c2243d81b3bSef162ch7@ch585228c6685d9d2d23c145¢e .
E#FER (Encrypt(request, session_key))

BREER (Decrypt(request, session_key))

ERNEIAE (Encrypt{response, session_key))

BREINRL (Decrypt(response, session_key))
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